California Civil Liberties Advocacy
1017 L Street, No. 791
Sacramento, CA 95814

hitp://www.caliberties.org/ (916) 4269338

Tuesday, June 4, 2019

Submitted Electronically

Assemblymember Phil Ting
State Capitol

Room 6026

Sacramento, CA 95814

RE: AB 1215 (Ting) — SUPPORT WITH AMENDMENTS

Dear Assemblymember Ting:

I am writing on behalf of the California Civil Liberties Advocacy (CCLA) to express
some concerns we have regarding face recognition technology raised by the introduction of AB
1215. Since early 2017, advocates from our organization, including myself, have distributed
materials and met with a number of offices regarding our concerns of face recognition
technology being adopted by our state’s Department of Justice (DOJ). It is simply amazing that
this issue is only being scrutinized as it relates to police officer body cameras, because according
to California Public Records Act (DOJ) requests made by the investigative journalism outlet
MuckRock, DOJ spent over $2 million purchasing the NeoFace system from NEC,! which is
capable of over 1.5 million searches per day.! (Cf. attached documents from CPRA request.)
Further research also supports the following conclusions:

o California state and local law enforcement use a shared database known as “Cal-Photo”
to search for arrest records, sex offender registration, and DMV profiles.”

¢ Though not adopted due to public outcry, the California Law Enforcement
Telecommunications System (CLETS) Advisory Committee (CAC) considered the
expansion of “Cal-Photo’s capability to share photos on a national basis; and, deploy
facial recognition as an investigative tool.”™

¢ The United States Government Accountability Office found that the FBI failed to adhere
to privacy laws and policies and had not even taken any action to ensure the accuracy of
their face recognition technology.”

¢ According to documents provided in a California Public Records Act request, the
California Department of Justice (CADOJ) spent over $2 million to purchase and
implement facial recognition technology provided by NeoFace in 2016. The CCLA was

“Indifference to personal liberty is but the precursor of the state’s hostility to 1"
- Justice Kennedy, ULS. Supreme Couri



unable to locate a policy on the use of the equipment.”

¢ ILaw enforcement face recognition will disproportionately affect African Americans and
will be less accurate when profiling African Americans."!

¢ Facial recognition presents a threat to other minority groups, especially the LGBTQ
community.*!

e Facial recognition technology has the potential to reveal political views."!

e Surveillance cameras used by law enforcement, in conjunction with facial recognition,

could chill activities protected by the First Amendment, such as the right to peacefully
assemble and protest.™

e Itis likely that face recognition technology and corresponding photo databases will be
utilized by law enforcement agencies against undocumented immigrants and their
families.* ™

While AB 1215 appears to be a good start, the narrow application to body cameras worn
by law enforcement merely represents a marginal improvement on California’s currently
nonexistent policy on the regulation of face recognition technology. As such, we feel this bill is
little more than a nonstarter more akin to “feel good” legislation that appears to regulate more
than it actually does. Prohibiting face recognition software from use in conjunction with body
cameras represents a very small subset of the problems posed by the ubiquity of this technology
as a whole, and utterly fails to address even the issues in the fact sheet provided by your office,
in that face recognition technology “subject[s] law-abiding citizens to perpetual police line-ups,
tracking their movements without their consent, and creating new databases susceptible to
exploitation . . .” When this technology is incorporated into Police Observation Devices (PODs),
such as those seen in major California cities, including Sacramento,* then the idea of prohibiting
the use of the technology in conjunction with body cameras seems almost superficial; that is, if
the technology has not already been implemented in that way, as it has in Chicago.*!

We recommend this bill be strengthened to include a time limit on data retention, such as
the CHP’s 60-day limit on automated license plate readers, with exceptions for data linked to an
ongoing criminal investigation. More importantly, we propose requirements that law
enforcement first obtain a warrant to use, search, or access the data. In 2012, the United States
Supreme Court ruled that the warrantless placement of a GPS tracking device on the
undercarriage of an individual’s vehicle in order to track the person’s movements on public
streets constitutes an unlawful search in violation of the Fourth Amendment.*" It stands to reason
that if tracking an individual’s movements without a warrant by use of a GPS tracking device
constitutes a Fourth Amendment search, then face recognition technology should be subject to
the same warrant requirements because it produces the same effect. In fact, face recognition
technology is arguably more pervasive because it requires no physical interaction with the person
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or their property. Face recognition software needs only to be linked to a network of surveillance
cameras to track all persons indiscriminately.

In summary, AB 1215, while well-intentioned, addresses only a miniscule portion of the
gargantuan threat to civil liberties posed by face recognition technology. We strongly urge the
adoption of amendments to limit the storage and retention to 60 days or less, with exceptions for
ongoing criminal investigations, and that law enforcement be required to obtain a warrant based
on probable cause in order to use the technology and/or access data produced during the 60-day
retention period. Our organization would be happy to work with your office and other
stakeholders in crafting workable language to that effect.

Very truly yours,

_.,f//;fg - e mﬁé//
Matt)/Hyat/
Legislative Ad\rocate
(916) 426-9338, ext. 502
m.hvatt@caliberty.net

Cc:  Senate Public Safety Committee (Faxed to 916-445-4688)
Senator Nancy Skinner (Chair)
Senator John Moorlach (Vice Chair)
Senator Steven Bradford
Senator Hannah-Beth Jackson
Senator Holly Mitchell
Senator Mike Morrell
Senator Scott Wiener
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¥ FACE RECOGNITION TECHNOLOGY: DOJ and FBI Need to Take Additional Actions to Ensure Privacy and Accuracy
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i Helsby, Police Surveilfance in Chicago, 2016 Lucy Parsons Labs, Jan. 19, 2016 at {2016},
https://redshiftzero.github.io/policesurveillance/ (last visited June 3, 2019).

W United States v. Jones {2012) 565 U.S. 400 {2012).
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RJEC NEC Corporation of America,

Irving TX 75063-2908

NEC Corporation of America
3929 W. John Carpenter Free

BUREAU OF FORENSIC SERVICES

NEC Contact Phone No:

invoice ' A 1-800-338-9549
/A L .. NECFEIN#20-0865337  GST# 83396 2277 RT0001
Ship-to Address {C242007479) L 7 0 }5//[ (’ 1/|NEC Contact Name:

Attn: LATENT PRINT PROGRAMS
4849 BROADWAY, ROOM F-163
SACRAMENTO CA 95820 US

Bill-to Address (C240000250)
DEPARTMENT OF JUSTICE AFIS
ATTN: NANCY MAR
4949 BROADWAY
SAGRAMENTO CA 95820 US

Sales Ord Date:
Project Number:
Project Name:
Tax Cert ID:

Invoice Number: 91027608
Invoice Date: 09/30/2016
Purchase Ord Number: _'___:_é4i7;0_55.1‘.' S
Purchase Ord Date: 04/26/2016
Sales Ord Number: 229990

06/1712016

NEC Delivery#: Multiple
Carrier: Airway Bill:
Weight: 0.000 Number of packages:
Payment Terms: Net 45 Days Delivery Terms: CUO, COLLECT/CUST ACCT-FOB DRIGIN
Item Material Description Qty UGCM Price Amount
! Location GEGQICLE! Ship Date
10 G24-DNG00000109127 NEC NeoFace Facial Recognition Maiching 1 EA 650,000.00 850,0006.00
Q24-DNO0COONT0F127 0506729401

B-100003.001
Biliing Period. 08/30/20%6

- PRJOGO4STE-DPMT JUSTI/DONBES

7/ 115

4y 751
0. yp2

7Desne W 7579354, Gy

{ Soldio Customer: DEPARTMENT OF JUSTICE AFIS | SACRAMENTQ , CA, 95820, US}

Please reference: C240000250 / 91027608

Wire Payment:  ABA# 021000021 SWIFT# CHASUS33 Acct#
JP Morgan Chase

NEC Corporation of America

Lockboxat22528

22520 Network Place

Chicago. IL 60873-1225

Remit Check To:

Sales: 650,000.00

1074160 Freight: 0.00
Tax: 6.00

Total Amount{USb): 650,000.00

Terms and Conditions: This document is governad by the terms and conditions for sale found on the NEC Internet site when
not superseded by an existing agreement. Please visit http:/f'www.necus.com for more information.

Page: 1 of 1 FORNEQ11_082009_001
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4. BEFFECTIVE DATE 171572018 '
5. VENDOR NIOMBER 884052357

6. VENDOR NAME NEC CORF OF BMERICE

7. VENDOR BEDDRESS LOCRBOE 22529
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%. VERDOR CLITY CHICREO
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2.
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Olivia Corona

From: Diane Brown

Sent: Thursday, October 06, 2016 4:54 PM

To: Otivia Corona

Cc: Sandra Thuston

Subject: RE: NEC INVOICE# 91027608 PO 14IT-0551 INVOICE REGQUEST FOR APPROVAL DUE
10/13/16

Approved

From: Clivia Corona

Sent: Thursday, October 06, 2016 3:53 PM

To: Diane Brown

Cc: Sandra Thuston

Subject: NEC INVOICE# 91027608 PO 14IT-0551 INVOICE REQUEST FOR APPROVAL DUE 10/13/16

Hello

Hope this finds vou well.

The attached invoice(s) has been received for Contract/PO# 1417-0551.

Please take a moment to review the attached invoice(s) and if you agree, please respond with your
approval for payment.

According to the Contract/PO, the cost code and object code breakdown for this purchase are CC: 751
and OQC: 4352, Please confirm this is still correct.

Due to the prompt payment act additional late [ees can be incurrved. The invoice approval must be
received no later than 10/13/16.

If you are not the person who has authority to approve this imvoice, please provide the name of the
person who has that authority.

Thank you,

Olivia s

Olivia D. Corona

Department of Justice
DTSB/BSS/COMMODITY INVOICE
(916) 227-7455 Office
olivig.corona@dof.ca.gov




Olivia Corona

From: Sandra Thuston

Sent: Friday, October D7, 2016 9:02 AM

To: Diane Brown; Olivia Corona

Subject: RE: NEC INVOICE# 91027608 PO 1417-0551 INVOICE REQUEST FOR APPROVAL DUE
10/13/16

Approved for payment, Thanks Qlivia!

Best regards,

Sandra Thusion, Manager

Division of Law Enforcement Systems Branch

Criminal Justice information Technology Services Bureau
Department of Jusiice

4349 Broadway, Sacramento, CA 25820

Desk: 916.210.5047

Cell: 916.708.9015

From: Diane Brown

Sent: Thursday, October 06, 2016 4:54 PM

To: Olivia Corona

Cecr Sandra Thuston

Subject: RE: NEC INVOICE# 91027608 PO 141T-0551 INVQICE REQUEST FOR APPROVAL DUE 10/13/16

Approved

From: Olivia Corona

Sent: Thursday, October 06, 2016 3:59 PM

To: Diane Brown

e Sandra Thuston

Subject: NEC INVOICE# 91027608 PO 141T-0551 INVOICE REQUEST FOR APPROVAL DUE 15/13/16

Hello
Hope this finds you well.
The attached invoice(s) has been received for Contract/PO# 1477T-0551.

Please take a moment to review the attached invoice(s) and if vou agree, please respond with vour
approval for payment.

According to the Contract/PO, the cost code and object code breakdown for this purchase are CC! 751
and OC 4352, Please confirm this is still correct,

Due to the prompt payment act additional late fees can be incurred. The invoice approval must be
received no later than 10/13/16.

If vou are not the person who has authority to approve this invoice, please provide the name of the
person who has that authority.

Thank you,



